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Abstract

Utility functions of attackers in Stackelberg security games may be learned by
repeated observation of their response to 3 different defender strategies. However,
existing work makes strong assumption on their behavioral models. We develop a
new approach based on the nested-logit choice models, a generalization of the logit
quantal response. We provide a scheme for learning attacker utilities under these
models and provide analysis showing a similar convergence rate to existing work.
Furthermore, an approach for learning attacker rationality parameters is proposed
and tested experimentally with synthetic data.

1 Learning Attacker Payoffs

Stackelberg security games as a modelling tool has gained much popularity in recent years, with many
practical successes in wildlife conservation and airport security. Until recently, the bulk efforts have
been spent in modelling accurate behavioral models for agents assuming their payoffs are known. The
assumption that payoffs are known is often made on the basis that the researcher has access experts or
oracles with domain knowledge, or when specific game structures are assumed (e.g. zero-sum games).
None of these premises are satisfied in real-world applications, particularly in security domains.

As such, recent years have seen a renewed focus on learning games. Earlier work do not attempt
to learn player payoffs and instead seek to learn strategies which perform well [4, |8, |2]]. This is
a (somewhat) easier task, since knowing the payoffs of other players implies a better response.
However, in many cases, we do actually want to learn the player’s payoffs. For example, in security
games, we may want to understand the features motivating or attracting an adversary, rather than just
their observed strategy. This helps the defender better understand how aspects of the game can be
manipulated or changed to get a desirable outcome.

In this project, we adopt a framework similar to Haghtalab et. al. [3]]. In this framework, it is
assumed that the attacker payoff is some linear function of the defender’s coverage probability. The
defender has the advantage of commitment, and the attacker responds according to the logit quantal
response [6} 5]. The goal is to learn the attacker’s utility as a a function of the defender’s coverage,
by observing samples from the attackers response. In a typical security game, the attacker obtains the
defender’s mixed strategy by repeatedly observing the defender’s actions. This process is fairly time
consuming, hence it is crucial that the number of ‘tests’ be kept as few as possible. It was shown
in [3]] that the defender has to obtain sufficient samples from just 3 different coverage probabilities
before learning attacker utility functions with high probability.

It is well known that the assumption of logit quantal response is equivalent to a random utility model
(RUM) which adds i.i.d. gumbel distributed noise to each choice (also known as alternative). The

*Course project for CMU Graduate Al, 15-780, Spring 2018
TCourse project for CMU Graduate Al 15-780, Spring 2018



independence assumption is known to be a source of pathological cases, especially when there are
alternatives with similar utilities, but are ‘essentially similar’ apart from their labels [1,|6]. We point
the reader to [7]] for an easily accessible overview of choice models.

The nested-logit choice model (NL) is a generalization of the standard logit and avoids some of these
pathological cases by assuming a hierarchical structure (or clustering) of the alternatives, where
within clusters at the same level (sharing the same parent), a separate logit quantal choice is made
based on payoffs of their children. In the context of security games, we may group targets of a similar
nature (e.g. airports versus metro) together. Unlike the logit quantal model, noise across groups are
correlated (but are i.i.d within each group). Mathematically (to be explained later), this corresponds
to rationality parameters varying between each group.

In our work, we extend the work in [3]] to the NL model. First, we derive closed form estimators for
attacker utilities and show that given knowledge of rationality parameters, the number of samples
(or convergence rate) required to learn attacker utilities with high probability is identical to [3]
asymptotically. Second, we derive closed form expressions to learn the rationality parameters. We
also provide some preliminary analysis on the convergence rates in this case. The second contribution
is somewhat novel and interesting — in fact, it is known that for nested logits, learning the rationality
parameters alone (assuming knowledge of true utilities) via maximum-likelihood-estimation yields a
non-convex problem. This is a consequence of the flexibility afforded by adopting the framework of
(3]

2 Nested logit models

This section briefly introduces NL models, for a more in-depth discussion, refer to [[7]]. For simplicity,
assume that there are 7 nests (groups) and n targets in within each group, making for n x n targets%]
Each target yields an expected utility of Uf,t(IET,t) = W;tTrt + Cr ¢, Where x,; where 7 and ¢ are
the target’s nest and target respectively, X is a vector containing defender coverage probabilities, w, ¢
are vectors containing the coefficients for the linear utility model.

For this paragraph, assume that coverage probabilities x is fixed. The probability that the attacker
chooses target (7,t) given that some target in (7) is selected follows a standard softmax.

x x _ eXp(’YTuT,t(xnt)
DO = e B (0] ™

where D* is the attackers response given defender coverage x, D* (7, t) is the probability that target
t in 7 is attacker, D*(7) is the probability that some target in nest 7 is attacker (i.e. D*(71) =
> jer D*(r, j), where we abuse the notation j € 7 to mean all targets ¢ within nest 7. The parameter
~. only depends on the nest 7 and is known as the rationality parameter. Observe that when v, — oo,
the softmax operation tends to the standard argmax operation (full rationality). Conversely, if 7,
tends to 0, then objects within this nest are chosen with near equal probability (complete irrationality).
It is well known that to be RUM, v € [1, oo]. Further, in the NL model, we have

exp (s 10g 32, exp (rt1r (2r,5)) )

D*(r) =

- 2)
Zke"ests exp (%k log Zjek exp (VkUr,j (xk,j)))

This may be interpreted as applying a standard logit choice model with rationality 1 to each of
the nests, where the value of each nest is the log-sum-exp of that nest’s children’s utilities (i.e.
approximating the maximum in the nest, which is what log-sum-exp does). The probabilities D* (7, )
may be obtained by multiplying the above 2 expressions together. As a sanity check, observe that if
all v’s were 1, we would recover the standard logit model with 7 x n targets.

To align ourselves closer to the work of [J3]], we will ‘normalize’ the utilities in each nest by subtracting
the constant term in the last (n-th) target to all targets in the nest (cr ), and instead re-add this
value to the nest (outside of the log-sum-exp and factor of ﬂ% Intuitively, this does nothing to
change the outcome of the decision making process, as we are merely rewarding the attacker for

3The assumption of similarly sized groups is for simplicity in exposition,our analysis easily extends to groups
of uneven sizes



simply ‘choosing’ a certain nest (and deducting that from the future payoffs). We denote this value in
shorthand as c,. This gives us the following expression in normalized form:

exp (cT + 7% log Eje-r exXp (’Yrur,j (a:”)))

D*(r) =

= 3)
Zk€nesls exp (Ck + ,y% log Zjek exp (Pykukd (ka)))

3 Learning Attacker Ultilities in NL. Models

Our main result is almost identical to Theorem 3.1 of [3]], which we reproduce partially here for
completeness.

Theorem 1. Suppose the utility functions u(-) are linear. Suppose the defender choose 3 coverage
proabilites p,q,r such that for any t < n, and for every nest T, |(Dr+ — @rt) Prn — Trn)| —
(Prn — @rn)(Prt — Trt)| = A and for any 2 strategies x,y € {p,q,r}, |2+ — Yrt| > v. Further,
assume that for all of the 3 strategies, all attacker targets are played with probability greater than p.

1
EVA

Then, having access to m = 2 ( ( )2 log(n/ 6)) samples of attacker responses to each of the 3

1
P
strategies implies that with probability 1 — 6, one may, for all T,t, learn w. .(-) up to error €, for all
possible x (including those not in {p, q,r}, also known as uniformly learning w).

The rest of the report is dedicated to the method of estimating the parameters w, c. The proofs of
convergence are in the Appendix.

3.1 Within-nest relative utilities

This key to this result in both our work [3|] is the property of independence from irrelevant alternatives
(ITA). This means that for some fixed nest (in the case of the logit, all targets belong to one big nest),
the ratio attacker probabilities for two targets ¢1, t2 does not change if the utility of some other target
t3 in the same nest is changed (i.e. t3 is a irrelevant alternative). Note that IIA does not hold across
nests. This property may be easily verified by the expressions in the previous section.

For any defender’s coverage p, applying the IIA property to targets ¢, n within nest 7 gives us the
following relation

DP(r,t
’yTuT’t(pT,t) = IOg (l)p((:n))) + YrUrmn (p’r,n) (4)

Combining the assumption of linear models, wu, (pr+) = wr Pt + ¢y With relation @) for the
second defender strategy q allows for the elimination of the term ¢, ;, giving

DP(7,t DY(r, ¢t
DP((:,n))) —log (M) Y Wrn (Prm — Grm) . (5)

TWr .t — 4r =1
Yrw Wt (p ,t q ,t) Og( Dq(T, n)

Replacing q with the third converage vector r allows us to represent w, ; purely in terms of the D’s,
p’s, ¢’s and r’s and ~’s

P(r, A(r,n P(r, *(r,n
(p‘r,t - Tr,t) log (%) - (p'r,t - qT,t) log (%)

YrWrn = (6)
(pT,t - QT,t)(p‘r,n - TT,n) - (p‘r,n - qT,n)(pT,t - TT,t)
DP(r, DT,
log (Dp((r,rtz))) —log (Dq((-r,;?)) + Ve Wr 0 (Pron — Grin)
YrWrt = (7)
p'r,t - Q‘r,t
DP(r,t)

Cr =1 o N TWrnPrn — VrWrtPr 8
Yrlrt og<Dp(T,n))+vw,p, VrWr tPr ¢ @®)

3.2 Across-nest relative utilities

Denote DP(7) and DP(¢|7) to be the probabilities and conditional probabilities of selecting A) a
target in nest 7 and B) target ¢ given some target in nest 7 was chosen. For some fixed DP (¢|7), we



may write the ‘pseudo’ utility of nest 7 under coverage p by
1
ur| DP (t7) (p) = ¢r + Y ure(pre) DP (¢]7) + S H (DR () ©)
t T

= CT+U(777UT) (10)

where c; is the base payoff from this nest and o (., u(p)) = 'y% log (3°, exp (Yrur ¢ (pr,e))). Our

objective is to obtain ¢,. For conciseness, we write the above expression as, u(p). Applying I[TA
now to each of the nests,

u-(p) = log <g28) + uy, (p) €8))

If we knew all the ’s a priori then we may fix ¢, to be 0 (wlog), giving us u, (p) = o (vy, u,(p).
Rearranging c, for all 7 < 7 gives

o (PPO)
cr =108 ( B} ) = 9(0m (D) + ol p) 12)

4 Learning rationality parameters ~y

Being able to learning attacker payoff functions is unsurprising. Here, we present a method of
learning the rationality parameters v and analyze its rate of convergence (without knowledge of c.).
With reference to (9) and (TI).

DP
U(’Y’rau’r(p)) +cr =log <DPE;§) + 0(777’ uﬂ(p)) (13)
Subtracting the expressions between p and q eliminates the unknown c,.
DP(7)D4
o 1rv129) = 7077 (@) =10t (Gt D) 100~ 9 gfa)) (14
Rewriting,
1
O’(’YT) ur(p)) - 0(777 UT(CI)) = 76(777 uT(p), uT(q)) 15)
Zt €Xp (77u7'7t(p7',t)) )
Ty Ur s Ur =1 16
B(¥r,ur(p), ur(q)) = log (Et oxp (1rttme(g-0)) (16)

Applying Equation (T4) to p and r and rearranging gives

LBy, ur (p), ur (1)) ~ log ((Baimt Doty )

= (17
’Yr] B(’Y’U? Ur (p)a Ur (I‘))
Substituting -~ into (T4) gives
1 log(Batac ) B un(p). uy(r) ~log ( BrIBeS ) B0 un(P). (@) o

Ve B(¥rsur(P), ur (@) B(vys un(P)s un(r)) — B, uy(P), uy () B(vr, ur (P)s ur (r))

Importantly, computing terms on the right-hand side do not require ~y’s to be known (despite looking
like it). This is because computing 3 only requires knowledge of the product yu, which may be
computed using the equations in (6).

S Experiments and discussion

Due to time constraints, our experimental results are preliminary and do not represent a fair evaluation
of effectiveness; instead, they serve to verify our results. Our experimental setup is as follows. We



Samples Samples Samples

Figure 1: Experimental results depicting accuracy of parameters with number of samples. Note the log-log scale
for 3 different runs (each run has the same parameters but with different sampled attacker strategies)

assuming 2 nests with 2 targets each (total of 4 targets). We may conveniently represent this in matrix

form:
(—2 3 0.3 —0.2
W= 1.5} = [0.6 —0.5}7 (19)

where targets rows represent targets in the same nest. Writing, P, @, R as matrices containing
defender coverage probabilities, we set

[0.25 0.25] {0.4 0.2} [0.15 0.2}
p: q: r = .

0.25 0.25 02 0.2 03 0.35 (20)

The payoff ‘matrix’ (not the same definition as a 2-player game!) may be written as UP = PoW 4 C,
where o is the Hadarmard product. We may do the same to obtain U9 and U*. We assume true
v1 = 1.5, v2 = 2. Under the nested logit model, attacker strategies are computed and found to be:

0.1041 0.4014} 0.1917 0.3492

0.3300 0.1145 0.2911 0.1680} @D

DP — 0.1362 0.4195
~10.3204 0.1239

D | |
We observed the MSE for the parameters W, C' and «. Note that W, C' were computed assuming
knowledge of . While MSE is not quite what a defender would be interested in (e.g. the worst case
error in estimates of u(z) over all © may be more appropriate), it still remains a reasonable proxy in
that an MSE of 0 implies perfect learning of u(x). The results for 3 different runs are presented in

Figure[T]

In general, the results are somewhat acceptable. Observe that the estimates for «y are fairly poor as
compared to the other C, W, suggesting that the convergence rates are much poorer. This stems
from 2 reasons: first, the assuption that €’ is sufficiently low may not be satisfied even unless m is
extremely large and if that is so, the denominator in (T8) may go close to zero, causing a blowup in
the estimation of +y.

We end off by commenting on the theoretical result when estimating w and ¢, assuming known ~’s.
It may seem odd that we can achieve the same convergence rate, ‘independent’ of ~y, given that our
model appears more complicated. For when the +y’s are large, the attacker is more rational and there
is more ‘information’ revealed in his actions, implying a faster convergence. Yet, we know that the
whole reason why we may estimate utilities only for the QRE and not a perfectly rational attacker is
precisely because of irrationality in the attacker (in the perfectly rational case, there will be some
actions which may never be chosen). This may appear to be somewhat of a contractiction. In reality,
there is a second counterbalancing effect in play — p, which is the lowest probability of playing some
action. When v — oo, p — 0 (unless there are ties in utilities), which in turn pushes up the number
of samples required. In other words, the bounds we derived are somewhat misleading, since the effect
of ~y is hidden within p.
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6 Appendix

6.1 Convergence rates for learning w, c, u

In reality, only random samples of attacker strategies are observed — these estimators are denoted by (T); we thus
need a bound on how much error is incurred. First, begin by giving a lower bound on ‘good’ events occurring.
Similar to Naghtalab et. al (2015), for any fixed nest 7, we may apply Chernoff bounds to yield bounds on the

error ratio gzg:g . In the case of nested-logits, we also require the inequality to hold for ratios across each nest
DP(7)
DP(7)"

1 DP(r,1) 5
<1 >1-2 —mDP (1,t 4 22
e S Do(rpy = 1|2 rep om0 )
1 DP(T) P 2
Tie < Do) S1He| 2120w (-mDP (1) €/1) (23)

With at most n targets, there are at most n nests and at most 2n inequalities to be satisfied. Hence, setting
m = Q (p% log(§)> (as before) ensures that each of the inequalities is satisfied with probability 1 — %;
taking the union bound gives a probability of 1 — 4.

Set €’ = eAv/512. The following bounds which hold with high probability follow (up to constant factors and
that of v, ) directly from [3]].

Ve |wrn — Wrn| < 8€' /A < €/64 24
Yol wr e — e e] < (de’ + 8 JN) /v <126/ (V) < €/32 (25)
Yrlert — ere| <€ (2N +8v +12)/(vA) < 24€' /(LX) < €/8 (26)

Lemma 2. With high probability,

uT,t(xT,t) - ﬁT,t(xT,t)| S 365//(V)\77') S 35*2,\/%

Proof. Using the linear definition of u(+) and z; € [0, 1]. O
Lemma 3. Suppose u-: may be uniformly learned within error €/, i.e. for any x, |ur+(z) —tr+(2)| < €/7+,
then
lo(vr, ur(p)) — 6 (e, 0r(P))| < € 27)
Proof. By definition.
~ ~ 1 Et eXP ('YT'LALT t(pr t)))
oY, ur(P)) = 0\¥r, UrP))| = —— 10g< : : (28)
|or( (P)) —a( (P))] o S, 05D (vrtime (0r0))
< 1 log (Zt exp (Yrtbr ¢ (Pre) + 6)) ‘ 29)
Yr >0 exp (yrure(pr.e))
<e/y<e (30)

The first inequality holds since log-sum-exp is monotonic increasing. The lower bound proceeds in the exact
same way with the negative € term in the second line, the last line uses the assumption that v, > 1. O



We now seek to bound the error for c.

—¢ [} w o U — 0 [ o U -0 [
ler —é7] < 1g<Dp(n)[)p(T)> + lo(vr, ur(P)) = 6(vr, r (P))] + |0 (vn, un(P)) — &(vn, Un(P))|
(31
< 26" 4+ 5¢/16 < eAv/256 + 5¢/16 < €(3/8) (32)

The second line uses the definition of bounds on ratios and the fact that log(1 4+ z) < z, as well as Lemmal
the third line follows from the definition of €', the last line from the fact that A < 2, < 1. Our final bound
shows uniform learning of utilities by combines the two bounds,

[(urt(@re) +cr) = (Gre(Tre) + )| < ur(Tre) — Ure(Tre)| + [er — & (33)
5 € 3e
o € 3% 34
<m— (34)
5e 3e 17¢
<26 06 1€ o
Syt g T3 =€ (33)

6.2 Convergence rates for learning

We want to find an expression for \— - —| where 4; is given by (I8). We make an additional assumption that
each of the (true, not sampled) /3 terms in @) has absolute value no greater than 6, and that the absolute value
of the denominator in (T8) is greater than ¢.

Lemma 4. |ab — ab| < |a||b— b| + |b]|é — a| + |a — a||b — b]

Proof. Write @ = a + (@ — a) and b = b+ (b — b) and expand. O

Lemma 5. Suppose that all w, may be uniformly approximated to €/~ accuracy. Then

B(vr,ur (p), ur(q)) — B(vr, 4 (D), ir (q)) < 26 (36)

) ‘ (37
)

Proof. Similar to that for Lemma[3]

20 &XP (Yrurt(pra))\ (2 exP (yrlre(pre)
og (zt exp (wfuf,xqf,t))) tog (Zt exp (ritr.(drr)
< |log (Zt exp (’YTUT,t Epﬂt))> ~log (Zt eXp ('YT'U“T,t(QT,t)

>, exp (Yrur,i(prye)) > exp (Yrtr,i(gr,e)

|z

|

< ‘log <Zt exp (Yrttr,t(pr,i) + 6)) ‘ . 'log <Zt exp (yrtr,i(gre) + 6)) ‘ <2 (39)
220 exp (Yruri(pr)) 220 exp (Yruri(gr))
The lower bound may be worked out the same way using —e in the numerator. O

Combining this with Lemma we know that with high probability, |B8(v-,u-(p),ur(q)) —
B(vr, 1 (p), - (q))| < %;I Before proving our main resut, we need a few more assumptions. Define
x = max(log(1/p), 8). We make the simplifying assumption that the number of samples m is sufficiently large
such that ¢ < k and ¢ > 12¢’. This is a reasonable assumption as we typically assume that ¢’ is small. The
following lemma forms a bound with the numerator of (T8).

Lemma 6.
DP(7)D%(n) DP(r)D(n) \ 5, . R
log <7Dp(n)Dq(7)) B, un(p), uy (r)) — log <Dp( )Dq(ﬂ) B in(p), iy (r)) (40)
< log( E;ig:gz >' T2 9|10g (1+e )|—|— !log 1+¢) )} (41)
< log (1) 144¢ + 46€ + 288¢” (42)
p) VA
<L {log <1> 144¢' + 80€' + 2886’2:| (43)
vA p
K
< 44056 (44)

Since there are 2 such terms in the numerator, the error bounded by twice of that in Lemma(6] The following
lemma deals with the denominator.



Lemma 7. Write x1, x2, T3, x4 be the four [3 terms in the denominator. Using Lemma

2¢’ 2¢’

1T2 — T1x2| < —— + —

13 < 126 (994 T2¢ 45)
VA VA

This bound holds for |Z3%4 — x3x4| as well.

1 _ 1 |§211A22 — $11‘2| =+ |if3£f4 — $3$4‘ (46)
X1X2 — X3x4 i‘lfz — f3:ﬁ4 ‘mlfﬂz — :Eg:&;‘ ‘i‘lﬁz — i‘3:ﬁ4|
144¢’ 72¢’
vA (20+ vA )
> T s 0 A~ ~ (47)
@ |13 — T3Ta|
144¢’ 72¢€
VA (29+ 1/)\)
< (48)

o(o-20% —2 (%))

where the assumption of the smallness of €' ensures that the second term in the product of the denominator is
sufficiently larger than 0.

Due to time constraints, we were not able to completely derive the full convergence rate. However, we believe
that combining the above lemmas appropriately would yield a desired result (whether it is a desirable rate is a
separate matter).
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